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Contact Information

Dave Widmer, Vice-President
a4 Advertising - Long Island/Brooklyn

516-428-5684
Dave.Widmer@a4media.com

Doug Baumgarten
a4 Advertising - Bronx/Westchester/Hudson Valley 

914-246-4380
Douglas.Baumgarten@a4media.com

mailto:Dave.Widmer@a4media.com
mailto:Douglas.Baumgarten@a4media.com


For more information contact: 
Michael W. Conway, 
GNYADA Insurance 
Phone: 718-767-8100 
mconway@gnyada.com 
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DMV-DIRECT
FOR REGISTRATION, TITLING, & BEYOND...CALL 718.747.0400

GNYADA’s vehicle registration and titling service, DMV-DIRECT, has been dealers go-to source for fast, convenient,  

and reliable DMV services.

DMV-DIRECT provides many DMV related services, including:

• Permanent Registration Issuance

• Duplicate Titles In 3 To 5 Days

• Out-of-State Registration & Title Processing for 42 States

• On-Site Connecticut Plates Issuance

• Dial-In Information Verification

• In-Transit Processing

• Duplicate Registrations

• Registration Renewals

• Title-Only Transactions

• Plate Surrenders

• Dealer Plate Renewals

• Rental Plate Renewals

• Repossessed Vehicles Processing

• MV-82 & Transmittal Forms Supplied

• Boat Registrations – Renewed and Duplicates

• Trailer Plates

• Commercial Plates

• Livery Plates



WWW.GNYADA-COVID19.COM
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5 STEPS TO SUCCESSFULLY HANDLE
RANSOMWARE/CYBER ATTACKS
PRESENTED BY JAMES ROCKER



JAMES ROCKER
CEO

As the CEO of Nerds That Care, James provides the leadership and knowledge 

for national growth while providing specialized services to a wide array of 

industry sectors.





WHAT ARE 
CYBER 

ATTACKS?

STEP 1



CYBER 
ATTACKS

A New Headline Every 
Day



Target the weak Persist over time Monetize your data

HOW THEY DO IT



CYBER ATTACKS
ARE NOT GOING 

ANYWHERE
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Annual number of data breaches and exposed records in 
the United States from 2005 to 2020 (in millions)

Data breaches Million records exposed



PHISHING ▪ SPEAR PHISHING ▪ VISHING ▪ 
SMISHING

CYBER SECURITY



Phishing is the fraudulent attempt to obtain sensitive information such as usernames, 
passwords, and credit card details (and money), by disguising as a trustworthy entity in 
an electronic communication or sending a malicious link through email in order to 
compromise your system.

Spear Phishing is an email-spoofing attack that targets a specific organization or 
individual, seeking unauthorized access to sensitive information

Vishing is a telephone solicitation in attempt to scam the user into surrendering private 
information that will be used for identity theft.

Smishing smishing is any kind of phishing that involves a text message. Often times, this 
form of phishing involves a text message in an SMS or a phone number.

MORE THAN 90% OF SUCCESSFUL CYBER 
ATTACKS WORLDWIDE BEGIN WITH A SIMPLE 
PHISHING EMAIL.



OUTDATED/UNSUPPORTED SYSTEMS

▪ Physical Security

▪ Unsupported Operating Systems

▪ Untrusted Vendors

▪ WIFI Vulnerabilities 

▪ Untrained Staff



ONLY AS STRONG AS YOUR WEAKEST LINK.

▪ Your least tech savvy employee

▪ Your overwhelmed assistant

▪ Your newly appointed intern

▪ Your checked out employee

▪ Your executive team member, doesn't think they are a target

▪ YOU



SOCIAL ENGINEERING

CYBER SECURITY



SOCIAL ENGINEERING

A social engineer can combine many small 
pieces of information gathered from different 
personal and professional sources in order to 
manipulate the end user to complete a function. 

Information can be important whether it comes 
from the janitor’s or the CEO’s office



CREDENTIAL MINING

CYBER SECURITY



CREDENTIAL MINING

▪ Credential Mining is finding/digging up 
a password then applying those 
passwords/credentials to access other 
sites, for example Facebook login to your 
chase account

▪ 39% of adults in the U.S. using the same 
or very similar passwords for multiple 
online services



DARK WEB

CYBER SECURITY





RANSOMWARE

CYBER SECURITY



RANSOMWA
RE

A type of malicious software 

designed to block access to a 

computer system until a sum of 

money is paid.



Job postings Payment systems Marketplaces

CYBERCRIME IS EASIER THAN EVER
AND IT’S MORE ACCESSIBLE TO EVERYONE



THE 
IMPACT 

OF AN 
ATTACK

STEP 2



61% of small firms 
go out of business 
within six months 
of a data breach.

THE IMPACT OF A 
BREACH IS HIGH



1 IN 4 SMBS WILL BE 
TARGETS OF A CYBER 
ATTACK.

▪ Business grinds to a halt

▪ Loss of revenue

▪ Productivity/business 

disruption

▪ Client info is exposed

▪ Loss of data/info

▪ Loss of clients

▪ Fines/compliance issues

▪ Legal costs

▪ PR/reputation

▪ Personal identity theft + more

IMPACT OF A BREACH FOR CLIENTS:



THE WAY THAT WE 
ARE WORKING IS 
CHANGING



HOW DO YOU 
PROTECT 

YOUR 
BUSINESS?

STEP 3



COMMON SECURITY CHALLENGES

APPLIANCES ARE EXPENSIVE & COMPLEX

Operations and management are difficult or impractical, 

and are especially complex for multiple locations

OFF-NETWORK COVERAGE

Few tools protect mobile workers, most users forget to 

turn on VPN,  most new endpoint tools only detect 

malware after the fact



Machine Learning

Graph Theory

Anomaly Detection

Temporal Patterns

Contextual Search

Visualization

Scoring

Probable 
malicious sites

Ingesting millions of 
data points 
per second

UTILIZE SECURITY INTELLIGENCE

▪ Leverage the Internet to identify suspected threat origins

WWW
p2p

irc



SECURITY & RISK MITIGATION: A LAYERED APPROACH



ARE YOU USING ANY OF THESE CLOUD APPS?

All your favorite productivity applications, plus
 advanced cybersecurity, data protection, and device management. 



CLOUD SECURITY WITH NO EFFECT ON PERFORMANCE



Stop more attacks, quickly.

OFFICE 365 

SECURITY

EMAIL SECURITY
NETWORK 

SECURITY

SERVER SECURITY

DON’T STOP 
AT CLOUD 
SECURITY

Endpoint Detection and Response 
(EDR) Solution with SOC Analyst



START BEING 
PROACTIVE

STEP 4



FOUR THINGS YOU CAN DO TO PREVENT A DATA 
BREACH

TRUSTED MSP OR VCISO

A trusted advisor can ensure you make the 

best cyber security decisions for your 

business.

USE A PASSWORD MANAGER

An easy to remember password that is 

often reused is bad practice.  If one 

organization is compromised, cyber 

attackers will often use that same 

password on other sites that contain your 

sensitive information. 

MULTI-LEVEL SECURITY

Not all software is created equally

MULTI-FACTOR 

AUTHENTICATIONHaving a second device makes it much 

more difficult for someone to access your 

data, even if they have your password.

2FA OR MFA ADVISOR SECURITYPASSWORDS





WHEN IN 
DOUBT,

ASK FOR HELP

STEP 5



MSP/MSSP BENEFITS

Layered Support

▪ Different skillsets provide resources one person may not have.

▪ Experience in all situations (Example: Ransomware)

▪ Regulatory compliance expertise to safeguard critical data

Tools

▪ Managed Licensing - One bill for all services

▪ Concierge Services for 3rd party software solutions

▪ Local Helpdesk for global products (No language barriers)

Cost Savings

▪ 60% of the cost of an internal IT person

▪ Enterprise grade tools at a small business price

Availabilit
y▪ A 24/7 security operations center to respond to security 

incidents

▪ The latest cybersecurity and threat intelligence for your 

industry

Scalability

▪ A long-term partner that never changes jobs or requires re-

training

▪ Scalability that provides flat-rate support for your business 

as it grows and evolves

Skills/Resources

▪ Can work in conjunction with your IT employee(s)

▪ Expertise/knowledgebase of many

▪ A single point of contact for all your technology/cyber 

security maintenance and management



RIGHT TOOLS
Enterprise Grade Tools for companies of any size

Asset Tracking

Ticketing

24/7/365 Monitoring

Security

Compliance

Reporting



RIGHT PEOPLE

There are many considerations that go into this decision. Hiring an additional employee 

to help with IT functions is costly. The average IT help desk manager or employee in the 

IT field makes $100,000 per year. On a monthly basis, that’s roughly $8,300 per month. Is 

your business bringing in enough income to sustain this added cost?

The number of IT users in your business makes a difference, too. A single IT person can 

effectively manage about 40 users. Has your business grown to a point where you have 

about 80 users, and therefore warrant another IT person to manage half of those users?

*Based on 40 users



RIGHT 
PROCESS

Nerds That Care will do everything that we can to have your 

company 

on-boarding go as smooth as possible.  With over 15 years 

experience, we have streamlined processes and have highlighted 

the most important aspects for both of our organizations to be able 

to work together.

We strive to facilitate your businesses success and your happiness 

by eliminating any IT barriers and allowing you to do what you do 

best. 

From start to finish your ticket is reviewed, assigned, and 

solved by our professionals who treat it with the upmost 

level of importance.

Streamlined Ticketing & Help Desk

With detailed documentation of all security measures in 

place you can rest assured that any audit will be complete 

and efficient.

Compliance – GDPR, PCI, DSS, JSOX, SOX, HIPPA, DFS



James Rocker
CEO
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